Association for Information Systems

AIS Electronic Library (AISeL)
SAIS 2006 Proceedings

Southern (SAIS)

3-1-2006

The 2005 “Last Chance Bravo” Bioterrorism
Exercise: A Report on the Efficacy of
Communications Technologies and Telemedicine
for Disaster Response
David Balch
davidbalch@yahoo.com

David Rosenthal
Carl Taylor

Follow this and additional works at: http://aisel.aisnet.org/sais2006
Recommended Citation
Balch, David; Rosenthal, David; and Taylor, Carl, "The 2005 “Last Chance Bravo” Bioterrorism Exercise: A Report on the Efficacy of
Communications Technologies and Telemedicine for Disaster Response" (2006). SAIS 2006 Proceedings. 9.
http://aisel.aisnet.org/sais2006/9

This material is brought to you by the Southern (SAIS) at AIS Electronic Library (AISeL). It has been accepted for inclusion in SAIS 2006 Proceedings
by an authorized administrator of AIS Electronic Library (AISeL). For more information, please contact elibrary@aisnet.org.

THE 2005 “LAST CHANCE BRAVO” BIOTERRORISM
EXERCISE: A REPORT ON THE EFFICACY OF
COMMUNICATIONS TECHNOLOGIES AND TELEMEDICINE
FOR DISASTER RESPONSE
David Balch
DCB Consulting, LLC
davidbalch@yahoo.com

David Rosenthal
East Carolina University
rosenthald@ecu.edu

Carl Taylor
University of South Alabama
cwtaylor@usouthal.edu

Abstract
The 2005 “Last Chance Bravo” bioterrorism exercise drill was accomplished in the state of
Montana between June 20th and June 24th, 2005, providing a forum for demonstrating the efficacy
of technologies such as geographic and geospatial information systems, improved telemedicine
and telehealth solutions, and wireless robotics. Federal, state, and local agencies, technology
professionals and vendors, and healthcare organizations joined forces in a collaborative effort to
share information, test solutions and develop shared management processes to better facilitate
future disaster response activities.
Keywords: telemedicine, telehealth, telepresence, reachback

Introduction
Any nation’s disaster response system must be validated through rigorous testing, exercising and re-testing within
all aspects of the disaster response continuum, especially as it pertains to the viability of a nimble response
communications infrastructure. Effective disaster management requires a highly reliable data and information
exchange environment such that the variety of actors within this space - members of the healthcare community, law
enforcement, first responders, fire and rescue, and command and control - can communicate with each other
effectively and reliably, absent the temporal or spatial constraints that may limit continuity and response
effectiveness.
The use of telemedicine and telehealth technologies - to include emerging technologies such as teletrauma and
telepresence- are viable components of disaster response systems and have garnered much attention in both the
disaster planning and healthcare arenas over the past decade (Latifi, R., Peck, K., Porter, J., Poropatich, R., Geare,
T., & Nassi, R, 2004; Scott, J., 1998; Garshnek, V. & Burkle, F., 1999).
Today, telehealth and telemedicine technology have continued to grow in importance and effectiveness within the
realm of mass casualty events, but the damage caused by the forces of nature or terrorist devices within the
adversely affected areas often renders inoperative or ineffective the pre-existing communications infrastructures that
are necessary for telemedicine to be successful. Therefore, a new kind of telemedicine/telehealth delivery is
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required – one that is based on rapidly deployable mobile systems that are heterogeneous, self-organizing, can
operate effectively with low bandwidth, and are not dependent upon pre-existing infrastructures (Olariu, S., Maly,
K., Foudriat, E., & Yamany, S., 2004).
The 2005 “Last Chance Bravo” exercise was an attempt to showcase the ability of multiple communication oriented
technologies including a web portal, geospatial mapping, and telemedicine in a simulated plague outbreak. The
project had at its core the mission to explore the use and efficacy of multiple communication technologies in disaster
response.

Exercise Participants, Tools and Technologies
The 2005 “Last Chance Bravo” exercise included support from the State of Montana Department of Public Health
and Human Services (DPHHS) and the State of Montana Department of Emergency Services (DES). Event
planning, event management, and technology demonstration/utilization was a combined effort between many
different agencies, vendors, and partners.
This exercise ambitiously included a robust approach to applying communication oriented technologies, going well
beyond conventional telehealth tools. The tools, technologies and documents created and/or utilized specifically for
the exercise included, but were not limited to:
•

A customized web portal to centralize communication, resource documents, links and streaming video during
the event, as well as a “leave behind” product that included lessons learned and drill forms, documents, and web
resources. The portal site provided secure login, registration, realtime chat, blogging, streaming video,
document upload/download, news posting, form management, and a calendar;

•

A wireless, mobile Remote Presence robot (RP-6™ technology) used to examine a simulated quarantined
patient that had been affected by a biological contaminant (within the exercise scenario). The robot – remotely
controlled using Internet Protocol (IP) - provided realtime telepresence between the patient and physician and
was effectively utilized to interview and examine a simulated patient in a quarantined environment.

•

Geographic Information Systems (GIS) and mapping technology to provide both two- and three-dimensional
data visualizations which allowed exercise officials to import, visualize, analyze and create on-the-fly, maps for
communication and decision making purposes in the DPHHS Emergency Operations Center (EOC), as well as
for posting on the web portal. Existing spatial (space-related) datasets and real-time information (i.e., hospital
capacity, live weather, and traffic) were compiled from web services and other distributed data sources and
integrated into a GIS framework, which allowed exercise officials to import and visualize realtime data for
mapping of geographic routes for emergency vehicle assets;

•

Geospatial information technology used in conjunction with GIS technology to demonstrate examples of
chemical plume modeling, network analysis for optimized routing and distribution of the strategic national
stockpile (SNP), mapping of resources for incident response, and demographic analysis for determining affected
populations using GIS system toolkits.

Real time hospital surge capacity and information management was provided by the Alabama Incident Management
System (AIMS) creating a much needed resource and capacity management tool during the disaster exercise.
Together, the aforementioned technologies and resources formed a robust Distributed Medical Intelligence (DMI)
alliance which heretofore had never been coordinated and demonstrated within a biological telehealth exercise.
In addition to the technological components utilized within the exercise, two data collection instruments were
created for hospitals participating in the exercise: (1) a pre-event survey questionnaire was designed to collect data
about the participating hospitals’ telehealth disaster structure and yielded interesting insights as to where and how
telehealth per se fits, in conjunction with disaster response; and (2) a second document - a hospital surge capacity
form – was made available over the web during the exercise, and was downloaded and completed by 20
participating hospitals during the exercise.

Exercise Web Site
The primary exercise web site became a valuable tool to support the DPHHS Health Alert Network (HAN), where
the HAN messages and attachments were subsequently posted, viewed by participants and acted upon. Moreover,
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the website was visited by 160 pre-event users, and handled over 80,000 “hits” spanning the duration of the event.
This level of activity clearly supports the concept that the web portal became a valued information source. In
addition, twenty hospitals accessed the site to download the surge capacity form, further validating the web site’s
utility. Hospital surge capacity-specific information in particular, becomes extremely useful because it enables
public health authorities to quickly and efficiently determine which organizations have resource needs, as well as
identifying those with the resource capabilities necessary to effectively assist.

Robotics
Two exercise events - a West Nile outbreak and an outbreak of plague - involving the transfers of patients were
intentionally restricted due to the biological nature of the exercise (i.e. preventing agent exposure to a broader
population.) The wireless, mobile Remote Presence robot (RP6) showcased the ability to “see” patients in a hospital
setting while allowing the physician to stay at a central location. The RP6 – although not tested at multiple sites appears to hold promise in situations where specialty consults (i.e. infectious disease) are required, and where the
numbers of specialists required to conduct such consults are not readily available.

GIS and Incident Management
The GIS/mapping tools and the AIMS incident management software also highlighted the ability to quickly gain and
present data in a manner that is more visual and helpful than might otherwise be possible by deploying more
DPHHS staff. This data when visualized also presents far greater clarity to situational awareness and allows for
better planning for resource deployment.

Telemedicine Reachback
The telehealth networks facilitated virtual telemedicine reachback to 29 sites (31 including DPHHS and DES) across
Montana. The information shared via video conference was less robust because certain technical difficulties and
exercise artificialities presented additional challenges. Due to the large number of sites connected, conventional
telehealth communications tools such as video teleconference were found to be most effectively used as broadcast
mediums. This was not the original intended use of the video network, but it did allow Montana Public Health to
meet with a large group of hospitals and providers at one time and inform them on the status of the biological event.
Video teleconference participants did have an opportunity to question and interact with Public Health Incident
Commanders in a live video forum and many of the telehealth sites also used the Internet to access the full resources
of the exercise.

Communications Infrastructure
This exercise utilized various aspects of the existing Montana communications systems infrastructure including land
line phones, dedicated circuits, cell phones, fax machines, IP videoconferencing, ISDN videoconferencing, email,
and Internet to support the dynamic aspects of the drill. Telecom redundancy was provisioned and resulted in
parallel methods of transmitting and receiving exercise data, and this redundancy approach tested new
telecommunications methods while increasing communication reliability during the drill.
DPHHS established dedicated Internet bandwidth via T1 technology in the EOC to support multiple applications
(video, voice and data). Individual cell phones – supplemented by the installed land lines - were widely used and
effective throughout the exercise (it is important to note that in an actual disaster situation local cell phone lines are
often saturated and may not be reliable for EOC operations). A fax machine was used via a dedicated land line,
supporting most of the data collection from hospitals involved in the drill.
The Montana Healthcare Telemedicine Alliance (MHTA) supported the exercise and involved their three core
networks—REACH, PHTN, and EMTN. Videoconferencing connection services were made available to link
participating hospitals, clinics, community centers and institutions throughout the exercise.

Project Planning
Project planning efforts were centered on ensuring that project participants, DPHHS, the hospitals, and the telehealth
coordinators were appropriately channeling information. Most hospitals and the DPHHS have moved to an Incident
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Command Structure (ICS), therefore if the exercise data were to have value, it was critical for it to flow within that
structure.
One of the most useful tools used during this project was a questionnaire form provided to exercise participants
some months prior to the start of the exercise, which was designed specifically to determine where the telehealth
networks should fit within the ICS structure. The responses received reflected the awareness that telehealth is a
means to communicate, and not the communicator per se. Once the particular “fit” of telehealth has been
established - further recognizing a broad group of actors who could use that communication tool - the next step is to
determine where the information goes – or should go.

Exercise Observations
The 2005 Last Chance exercise confirmed that each of the tools, technologies and communication platforms played
important roles within different elements of the exercise. Moreover, it was only when those tools were used in
specific supporting roles that their real benefits were observed and appreciated. An important recognition for the
telehealth community (i.e. physicians, hospitals, healthcare agencies, academic institutions and telemedicine
technology vendors) is that existing infrastructures and support personnel must be integrated into the whole cloth of
a state’s total response efforts. Furthermore, our observations have led us to determine that no one specific tool
discussed here represents the single, ubiquitous solution to disaster response. Collaboration with DPHHS was
essential to the success of this exercise, but it was not without some inherent limitations:
•

There was limited participation in the exercise for the telehealth partners. This came about from numerous
factors including the critical need to complete the exercise in an effective manner while minimizing the issues
that could cloud the larger exercise objectives.

•

DPHHS was unsure of what to expect with regard to the telehealth sites, and limited the telehealth role to
something more akin to “observer” than active participant, except with regard to the hospital surge capacity
forms.

Disaster events (real or contrived) have a life of their own and move at their own speed. Many of the tools utilized
in this exercise demonstrated easily defined value because they moved as the events moved. Indeed, many of the
tools are embedded into the planning and response of DPHHS precisely because they do not require scheduling or
realtime interaction, they react to data as it comes in, and they are a direct match for the needs of the incident
command staff in the emergency operations center. The telehealth video conferencing did not move at the pace of
the exercise but had a pre-scheduled time slot, which made it easier for the telehealth sites to get local physicians to
attend and participate.

Recommendations
Based on our observations over the duration of the “Last Chance” readiness exercise, we present a number of
recommendations to improve the outcomes:
•

DPHHS should build into the exercise scenario specific telehealth demonstration events including group and
point-to-point or point-to-fewer-points communications.

•

The telehealth community (i.e. physicians, hospitals, healthcare agencies, academic institutions and
telemedicine technology vendors) should be included at the same level as every other participating entity.

•

The telehealth platform should find a natural fit within the exercise as created by the hospital incident command
staff and DPHHS should move and respond at the pace of the exercise, and should not be incorporated within a
scheduled time slot.

•

In future exercises, the telehealth community should be considered for communication roles in operations,
planning, logistics and public information within the Incident Command Structure (ICS).

•

The telehealth community should become more familiar with the other tools and technologies used in this
exercise such as AIMS, GIS/Mapping, and the web portal which can be used to supplement, enhance or in some
cases reduce the need for video teleconference response.
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•

The telehealth community should be proactive in exploring opportunities to use the video teleconferencing
capability of DPHHS prior to the next exercise, and become better acquainted with DPHHS by participating
with them in event planning as well as information sharing and education.

Conclusions
The 2005 “Last Chance” bioterrorism exercise proved that disaster response in the telehealth community is similar
to what is happening in the true telemedicine world. As we witness the growth of Rural Health Information
Networks (RHINs), Community Health Information Networks (CHINs) and Regional Health Information
Organizations (RHIOs), as well as a proliferation of organizations moving to Electronic Medical Records (EMRs),
we realize that the telehealth community must broaden its own tool kit in order to meet the demands of the new
delivery-of-care model.
Likewise, within the parameters of this exercise, video conferencing alone would not have been sufficient at any
level to produce the kind of information-capture or event-status sharing required to manage the outbreak of an
infectious disease. However, when combined with the other tools discussed within this report, the advantages of
video conferencing became apparent—enhanced communication and telecom redundancy. It is in this continued
integration within the response structure and the technology tool kits that we suggest further efforts.
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